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ABSTRACT

In this work we propose a method for securing port facilitidsch uses a set of video cameras to automatically detect
various vessel classes moving within buffer zones andiwifit-breas. Vessels are detected by an edge-enhanced-spatio
temporal optimal trade-off maximum average correlatioighefilter which is capable of discriminating between vésse
classes while allowing for intra-class variability. Velsdetections are cross-referenced with e-NOAD data in order
verify the vessel's access to the port. Our approach doerseqatre foreground/background modeling in order to detect
vessels, and therefore it is effective in the presence otldes of dynamic backgrounds, such as moving water, which
are prevalent in port facilities. Furthermore, our apphosccomputationally efficient, thus rendering it more shiéa

for real-time port surveillance systems. We evaluate ouhotton a dataset collected from various port locations whic
contains a wide range of vessel classes.
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1. INTRODUCTION

Currently the maritime system in the United States includese than 300 ports which hold more than 3,700 cargo and
passenger terminals. Every year approximately 6,000 coniatahips (most of which are foreign owned and operated)
make 60,000 U.S. port callsPort areas as well as ships docked in ports are vulnerablen@rous hazardous scenarios
and are targets for terrorist attacks. Given the vast sizhefperimeters of most port areas, manual inspection of all
potential landside points of entry is infeasible.

Surveillance of port areas is further complicated by the tla&t some ports are located immediately adjacent to dense
urban areas. Additionally, ports provide numerous oppitites for potential attackers due to the large numbersunkis
that move in and out of the port aréaviany ports in the US also harbor small fishing and recreatiooats which share
access to a body of watér.

In addition to the risks associated with the port facilitggmumercial cargo ships are also at risk, given that they desmof
stationary at ports, and those moving through port do scoat speeds, making them easy to intercept by a fast-moving
boat.

Currently, a number of port facilities are equipped witheadsurveillance systems. However, most of these systems
are used post-factum, as legal tools used to track possitriegressors or assist in reconstructing the chain ofresctiat
lead to a particular incident. Additionally, a number of\gilance systems present in port facilities are contcolig
human operators which are responsible for monitoring noosevideo feeds simultaneously.

In this work we propose a computer vision system that aidpttbeess of securing port facilities by using video cameras
to automatically detect and classify various vessel ckaaseghey approach buffer zones in the port. Vessel detscian
time-stamped and compared with notice of arrivals recebyedhe port. The system enables ports to obtain an early
warning of unauthorized or unannounced vessels in the peat a

The organization of the paper is as follows: In the next saatie present an overview of MACH filters, which form the
base of our vessel detector module. In section 3 we preseressel recognition approach and describe the early warnin
system. We describe the experiments that we performed adctirresponding results in section 4, and we conclude by
discussing future work in section 5.
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Figure 1. A typical view from the port shore. A vessel appteacthe port dock and is detected by the system (yellow bogriubx).

2. MACH FILTER

MACH filters have been employed in a range of application dassuch as object classification, palm print identificafion
and aided target recognition problefté. Given a series of instances of a class, a MACH filter combihestraining
images into a single composite template by optimizing ferfgrmance metrics: the Average Correlation Height (ACH),
the Average Correlation Energy (ACE), the Average Simiadeasure (ASM), and the Output Noise Variance (ONV).

This procedure results in a two-dimensional template thet Bxpress the general shape or appearance of an object.
Templates are then correlated with testing sequences ifmegjgency domain via a FFT transform, resulting in a surface
in which the highest peak corresponds to the most likelytlonaf the object in the frame. In this section we review the
basic concepts which form the basis of the classificationutesdof the system.

e

Figure 2. MACH filters combine a collection of training imaggeft) into a single composite template (right) by optim@ a set of
metrics.
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2.1 OT-MACH Filter

In our experiments we employ an optimal trade-off(OT) MACKefi8 a filter class which improves upon the traditional
MACH filter. In the frequency domain a OT-MACH filter is giveyb
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whereq, 8 and~ represent OT parameters which control the behavior of tte.filn,. is the average of the training
image vector{;, x2, ...x ) in the frequency domairC represents the diagonal power spectral density matrix ditisd
input noise (which in our experiments is set to the white @aevariance matrix).D,. is the diagonal average power
spectral density of the training images:
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whereX; is the diagonal matrix of th&” training image.S, denotes the similarity matrix of the training images:
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wherel, is the average ok ;.

The different values of the OT parameters control the betmafithe MACH filter, whena = 0 and~ = 0 the filter
generally exhibits sharp peaks and good clutter suppmedsin is more sensitive to target intra-class variabilitpwever,
when botha = 0 and = 0 the filter provides higher tolerance for intra-class vailigbbut is less discriminative in
general.

3. VISUAL SURVEILLANCE IN MARITIME PORT FACILITIES
3.1 Vessel Detector

In this subsection we describe the process of synthesizidGifilters to recognize various vessel classes. In our éxper
ments we focus on some of the most common vessel types, ingtudnker ships, container ships, tugboats, speed boats,
fishing boats, and cruise ships. A collection of typical epéen of the set of vessels which we attempt to recognize is
depicted in Figure 3.

The first step of our method is to detect various vessel daissa video frame by matching appearance templates
trained on different instances of the vessel classes. Taaypéare created for each vessel class using the OT-MACHfilte
as described in section 2.

Figure 3. Our dataset and experiments focus on some of theamwsnon vessel types, these include: container shippé&gcsboats
(b), tanker ships(c), tugboats (d), cruise ships (e), amihfisboats (f).

Given the layout of most maritime ports, approaching vesaed for the most part oriented in approximately the same
pose: heading towards the camera (Figure 6). We synthesgsehtemplates using a collection of cropped instances of
vessels as they approach the port, resulting in a templateei#presses the general shape of a vessel class. We achieve
color invariance by using edge-enhanced images instedeeairtginal color frames. The OT-MACH filter generated for
the container ship class is shown in Figure 2.

Having trained a set of mach filters, we proceed to apply efittedemplates to incoming video frames by performing
cross-correlation in the frequency domain. Correlaticults are made robust to varying lighting conditions in ttaarfe
by normalizing the correlation output. The process of datireg the vessel template with a frame of the video resaolts i
surface in which the highest peak corresponds to the mady likcation of a vessel in the frame. When a vessel is visible
in the scene, the correlation surface presents a sharp atinctlipeak at that location in the frame (Figure 4). If thisre
no peak in the surface with a height greater than a threstiw@d,we determine that there is no vessel in the scene at that
instance in time.

The most significant change in the appearance of vessetiessisi the change of scale as they approach the port and
the field of view of the cameras. In order to account for thiande in appearance we resize the training images to an



average size specific to a particular vessel class. Adailiyprwe perform detection with several re-scaled verswirthe
original template. Having computed the correlation at esuelte, the scale that produces the maximum correlationipeak
selected.

Figure 4. Correlating a vessel template with a frame of thkew@iresults in a surface as depicted in this figure. High padlkes
correspond to the most likely location of a vessel in the frlam

Once a specific vessel class instance is detected in the, scaéman filte? tracker is initialized with the correspond-
ing location in the image where the vessel was detected.r&@uaepicts a series of frames and the corresponding vessel
detections.

3.2 Port Access Verification

Currently the Master of an arriving foreign ship must suba@6 hour pre-arrival notic¥, which includes information
about the ship’s flag state administration, owner, operatrgo type, classification society, last port of call, et of
call, U.S. port state control boarding history, etc.

This notice of arrival is received by a centralized databtseShip Arrival Notification System (SANS) and its elec-
tronic component e-NOAD (electronic notice of arrival/dejpire). Information from e-NOAD is distributed to the aaii
port’s Captain of the Port’s office for assessment. Howewgrst ports are currently limited to manual inspection and
cross-referencing of individual notice of arrivals (NOAS)

In our system, detections of vessels which are approachmgort are cross-referenced automatically with the e-
NOAD database, thereby providing a means for early warniggssof unauthorized access to the port area. Each vessel
detection is time-stamped, given the vessel type and tinagrvial the e-NOAD database is queried for an entry matching
the data for the port (Figure 5). A vessel entry in e-NOAD wiicatches the detected vessel class and whose announced
arrival time is within a margin of the time-stamped detetti® green-flagged, whereas a vessel detection with no corre-
sponding e-NOAD entry is red-flagged and a red-bounding b@aced around the vessel (Figure 10).

Port : Tampa Florida
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Figure 5. Each vessel detection is cross-referenced witleerin a e-NOAD database. Vessel class and arrival timésfigle matched.
Unannounced vessels are highlighted as potential poudets.



4. EXPERIMENTS AND RESULTS

We tested the main components of our system by collecting af sédeos from the port of Tampa and the port of Saint
Petersburg in Florida. Figure 6 depicts the camera layauthie Saint Petersburg experiments (a similar layout was
implemented in the port of Tampa). Cameras were placed siathhey were facing vessel entry and exit points, thereby
capturing numerous instances of a wide range of vessekdass

Figure 6. Aerial photograph of the port of Saint Petersbovgrlayed is the placement of the cameras in the port.

4.1 Vessel Classifier Tests

Our first round of experiments were aimed at evaluating thiopmance of the vessel classifier. For this purpose, video
sequences containing various instances of vessel types aaliected from numerous sources, including two maritime
ports in Florida, as well as a collection of video sequencesifthe US coast guardand stock footage dafa. Video
sequences were divided into training and testing sets uéifad cross-validation framewotk to partition the dataset
into K sub-samples. From these sets we randomly pick a singleasubts as the validation set for testing our approach,
and the remainindd — 1 sub-samples are used as training data to synthesize vesgghtes. This process is repeated
times (5 folds in our tests), with each of the sub-sampled egactly once as the validation data. We report the mean of
the results in a confusion matrix in Figure (Figure 7). Weiewd an overall mean accuracy of 88.1%.

As can be appreciated in the confusion matrix, most of thelagsifications can be categorized into two clusters. One
cluster corresponds to large vessels such as containes, gififch at a distance can be confused with tanker ships @erru
ships. A second cluster corresponds to smaller vesselsssugieed boats and fishing boats.

A second round of experiments evaluated the effect of the @arpetersd, 4, and~y) on classification results. By
changing the values of the OT parameters, the behavior oMREH filter is altered to be more or less sensitive to
intra-class variation and/or clutter. A plot of the meanedtibn rate and false alarm rate for each of the OT parameter
combinations is depicted in Figure 8. The overall optimahbmation of OT parameters was found to be= 0.6,

6 =0.5,andy = 0.8.

4.2 Port Access Verification Tests

A third set of experiments focused on testing the vessekaogerification module. Based on the database schema pdovide
in the official e-NOAD application development package, tao$¢ables with the appropriate schemas was implemented
in a relational database management system.

In order to test the false alarm rate of the module, tablebéndatabase were populated with data from the various
testing video sequences (mainly vessel types and portremstitanes). For each test iteration a set of tuples corrapgn
to different vessels in the database were masked-outjtheftectively removing the vessels from the roster of atitteal
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Figure 7. Confusion matrix for the vessel detection andsifi@stion module. Acuracy=88.1%
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Figure 8. Receiver operating characteristic curve for thesification rate obtained by varying the OT parameters.

arrivals. The port access verification module is then exguetd highlight only the corresponding set vessels whictehav
been masked-out as potential intruders.

Additionally, in order to test the robustness of the appho@acheduled arrival times for the remaining tuples were
modified by adding or subtracting a random number of minui#isimthe search window’s range (+/- 15 minutes). This
process was repeated 10 times, each time by randomly sgjectifferent set of vessels.

Based on this round of experiments, the mean false alarmvestdound to be 5.12%, whereas the mean false negative
rate was 3.8%. Most of the false alarms and false negatives due to incorrectly classified vessels.

5. CONCLUSION

We have proposed a vision-based system that can aid thesgrotsecuring port facilities by detecting and classifying
various vessel types as they approach the port. Vesselideteare flagged as being potential intruders if no corredpm



Figure 9. A series of frames from a testing sequence. A tugbatetected and tracked over a series of frames.

entries in an arrival notification database are found. Tistesy is aimed at acting as an early warning source of infoomat
which can potentially mitigate unauthorized access inttisle

Our initial experiments and tests of the system suggestathamputer vision approach can be the basis of an effective
means of port security and a more efficient use of existingesllmnce camera resources.
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